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<?php
/*
ACLEXAMPLE. PHP produced for ww. LI MSExpert.com
Li cense: http://opensource.org/licenses/MT
*/
define(’ CRLF ,"\n");
cl ass CenericResource {

var $resourceNane = '';

/* should read this froma table upon instantiation */
var $acl = array();

function Generi cResource($resource) {
$t hi s- >r esour ceName = $resource;
/* Shoul d be handl ed by code that knows the structure of the

data -- this is just an exanple */
if ($resource == 'equipnent’)
{
$t hi s->acl = array(’ RAWWAT' ,’ LABADM N , " MANUFACTURI NG , * ACCOUNTI NG ) ;
}

}

cl ass Dat aAccessor {
var $desiredResource
var $whol sAski ng

nul | ;
nul | ;

functi on Dat aAccessor ($resourceChj ect, $userAccessObj) {
$t hi s- >desi redResource = $resourcebj ect;

$t hi s- >whol sAski ng = $user Accessbj ;
}
function get($property){
if ($this->desiredResource != null) {
i f ($this->userHasAccess()) {
return $this->desiredResource->$property;
} else {
return ’Unaut horized.’;
}
} else {
return *Not properly initialized.’;
}
}

function userHasAccess() {
i f($this->wholsAsking !'= null) {
for($i = 0; $i<count($this->desiredResource->acl); $i++)

for($m = 0; $nxcount ($t hi s- >whol sAski ng- >groups); $mr+) {

i f ($this->desiredResource->acl[$i] == $this->whol sAski ng->groups[$n]) {

return true ;

}
}

} else {
return fal se;
}



acl exanpl e. php. t xt Sun Aug 09 09:54:49 2015 2

cl ass User Access {
var $userld S
var $l ongnane ;

/* should read this froma table upon instantiation */
var $groups = array(’ OMANUFACTURI NG , ' RACCOUNTI NG ) ;

function UserAccess($id) {
$t hi s->userld = $id,

}
}
/* Direct access test -- notice that it hands out the information */
$anthj = new Generi cResource(’ equi prent’);
echo 'Direct access request exanple: ' . $anQbj->resourceNane . CRLF;
/* Indirect access test -- rightly refuses ... | don’t have the right groups! */

$user Access
$dat aAccess

new User Access(’sally’,”Sally Koch’); /* Like a key */
new Dat aAccessor ($anObj, $userAccess); /* Like the lock the key goes into *

echo 'Using a data accessor: $dat aAccess- >get (' resourceName’) . CRLF;

?>



